ISR Services/Army SBC 2004 (FY 2003) Implementing Instructions


2004 (FY 2003) ISR Services 

Service Performance Standards

SERVICE:  18. Information Assurance

PERFORMANCE MEASURE 18 - 01:  Information Assurance (Infrastructure) Capability Score from IT Metrics Website   (http://doim.army.mil/itmetrics).
This Performance Measure has been changed.

PERFORMANCE MEASURE 18 - 02:  Information Assurance (Performance) Capability Score from IT Metrics Website   (http://doim.army.mil/itmetrics).

This Performance Measure was added.

Major Service Area:  Information Technology
Service Function:  Information Technology Management Services
SERVICE:  18. Information Assurance
Service Definition:  Provide necessary infrastructure and management services to protect information and information systems from unauthorized access and to protect the data within the systems.  Support covers INFOSEC, COMSEC and COMPUSEC requirements and includes network security features such as intrusion detection and controlled access, standard workstation security tools such as virus detection software, advice and assistance for accreditation documentation, security training, analysis of computer security incidents, and Information System Security monitoring.
PERFORMANCE MEASURE 18 - 01:  Information Assurance (Infrastructure) Capability Score from IT Metrics Website   (http://doim.army.mil/itmetrics).
	ISR HELPline Phone:
	(703) 377-0552

	Email Address:
	helpline_isr@bah.com

	
	

	HQDA Func. Proponent Name:
	Cynthia Dixon

	Email Address:
	cynthia.dixon@us.army.mil

	Comm Phone:
	(703) 602-7374

	DSN Phone:
	332-7374

	
	

	ARNG ISR/SBC Help Desk:
	Mr. Tim Schombert

	Email Address:
	Tim.Schombert@ngb.army.mil

	Comm Phone:
	(703) 607-9775

	DSN Phone:
	327-9775


This PM only applies to:  AC          AR          NG
	Rating
	
	Standards

	Green
	
	100% down to 95%

	Amber
	
	Less than 95% down to 80%

	Red
	
	Less than 80%


	Performance Data Elements To Be Collected
	Data Element Answer
	Minimum Possible
	Maximum Possible

	a = Information Assurance (Infrastructure) Capability Score from IT Metrics website (Metrics 5.1.01 thru 5.1.05; 5.2.01 thru 5.2.07) (http://doim.army.mil/itmetrics)
	
	1
	100


Data Source:
IT Metrics Data Collection is: 1 Nov to 1 Feb.  The data source will be the IT Metrics Input Spreadsheets or (based on availability) the Installation Status Report - Services (ISR Services) Rating Report available on the IT Metrics website (http://doim.army.mil/itmetrics).  For the 2004 data collection, data will still be collected manually at state/installation-level.    

NOTE:  IT Metrics Reports stating "Installation Input in Progress" are not Final and SHOULD NOT be used for ISR Services Reporting Purposes.  When IT Metrics data is reported as two (or more) installations, but ISR Services data is reported as one, calculate the average capability score across all installations and report the average in ISR.

The calculated performance measure value SHOULD NOT exceed 100%.

NOTE FOR THE ARNG:  The State DOIM Office will need to perform the data collection for Services 15-20.  The website programs calculate the percentage for each performance measure.   1) Enter the IT Metrics website: http://doim.army.mil/itmetrics, 2) Answer the questions associated with each Service (15-20), to all of the performance measures, 3) After answering the questions, click on the reports portion of the IT Metrics website and prepare the ISR Report.  This report contains the "percentage" that will relate to the standards within the ISR Services Data Collection, 4) Provide the IT Metrics - ISR Report to your ISR POC so that they can enter the end result into the ISR website for final collection.
Performance Measure Calculation Formula (automatically calculated by software):
[a] = Information Assurance (Infrastructure) Capability Score from the IT Metrics website.
Evaluator Name:  






Date:  






Evaluator E-mail:  






Evaluator Phone:  





Major Service Area:  Information Technology
Service Function:  Information Technology Management Services
SERVICE:  18. Information Assurance
Service Definition:  Provide necessary infrastructure and management services to protect information and information systems from unauthorized access and to protect the data within the systems.  Support covers INFOSEC, COMSEC and COMPUSEC requirements and includes network security features such as intrusion detection and controlled access, standard workstation security tools such as virus detection software, advice and assistance for accreditation documentation, security training, analysis of computer security incidents, and Information System Security monitoring.
PERFORMANCE MEASURE 18 - 02:  Information Assurance (Performance) Capability Score from IT Metrics Website   (http://doim.army.mil/itmetrics).
	ISR HELPline Phone:
	(703) 377-0552

	Email Address:
	helpline_isr@bah.com

	
	

	HQDA Func. Proponent Name:
	Cynthia Dixon

	Email Address:
	cynthia.dixon@us.army.mil

	Comm Phone:
	(703) 602-7374

	DSN Phone:
	332-7374

	
	

	ARNG ISR/SBC Help Desk:
	Mr. Tim Schombert

	Email Address:
	Tim.Schombert@ngb.army.mil

	Comm Phone:
	(703) 607-9775

	DSN Phone:
	327-9775


This PM only applies to:  AC          AR          NG
	Rating
	
	Standards

	Green
	
	100% down to 95%

	Amber
	
	Less than 95% down to 80%

	Red
	
	Less than 80%


	Performance Data Elements To Be Collected
	Data Element Answer
	Minimum Possible
	Maximum Possible

	a = Information Assurance (Performance) Capability Score from IT Metrics website (Metric 5.1.06) (http://doim.army.mil/itmetrics)
	
	1
	100


Data Source:
IT Metrics Data Collection is: 1 Nov to 1 Feb.  The data source will be the IT Metrics Input Spreadsheets or (based on availability) the Installation Status Report - Services (ISR Services) Rating Report available on the IT Metrics website (http://doim.army.mil/itmetrics).  For the 2004 data collection, data will still be collected manually at state/installation-level.    

NOTE:  IT Metrics Reports stating "Installation Input in Progress" are not Final and SHOULD NOT be used for ISR Services Reporting Purposes.  When IT Metrics data is reported as two (or more) installations, but ISR Services data is reported as one, calculate the average capability score across all installations and report the average in ISR.

The calculated performance measure value SHOULD NOT exceed 100%.

NOTE FOR THE ARNG:  The State DOIM Office will need to perform the data collection for Services 15-20.  The website programs calculate the percentage for each performance measure.   1) Enter the IT Metrics website: http://doim.army.mil/itmetrics, 2) Answer the questions associated with each Service (15-20), to all of the performance measures, 3) After answering the questions, click on the reports portion of the IT Metrics website and prepare the ISR Report.  This report contains the "percentage" that will relate to the standards within the ISR Services Data Collection, 4) Provide the IT Metrics - ISR Report to your ISR POC so that they can enter the end result into the ISR website for final collection.
Performance Measure Calculation Formula (automatically calculated by software):
[a] = Information Assurance (Performance) Capability Score from the IT Metrics website.
Evaluator Name:  






Date:  






Evaluator E-mail:  






Evaluator Phone:  


















  APPENDIX A – 2004 (FY 2003) ISR Services – Service Performance Standards


